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1. Ntop:

- Ntop2 “Network top"2| LAtE, HEL(A Efd

E

- 1998 0| Luca Deri0fl 2|5l 7§ 2| &L CH

-8 7|8t QIEHO|AE S HEHR *f%ao*l'f HeS dAZLE BLHEYE = ASLC

- °4XH" Ntopng 2 EHIﬂEI Q&L CE
2. Ntopng:

- NtopngE "next generation ntop"2| 2fXtZ, Ntop2| & H M Y L|Ct.

- O ZEsta Al 7|52 H3otH, nds '-1|E-?43 EgfT 24 8 BLHE =7 YLCH

- *'*l” HESZ Eafd 2LHE, 2282 24, 12l AN, EE2F 24 & Yt 7|52 MSELICHL

~ @l 7|4 GUIZ S8 AL HISHE ol °|E11L1|0|*E HSgLct

-E 44 QA48 HTEO| BF HSE LU
3. Ntop team:

- Ntop team= Ntop % Ntopng& ZEget Crfet HESA 2L HE & 2ot =15 JEst= B L

- Luca Deri7t O|1= 0| 2 O|Ee|oto] 2ALE F1 A& LT

-E AA ZZHEQ ’8% HMEZ2 sA0l 7HEst e AL

- Ntop, Ntopng 2[0 = nProbe, n2disk, nBox & Ctfot HERA &8 =+Z JU5te ASL L

-HESRA 2HHE, EgfE 24, 2o d5 2H3 59 EOFOHH 3—1’.‘_"519 E2ME MS5tL ASLICH
Ntop team2 X|EEH2E M ES 7HMstn ME -8— 7162 F7I5tH, HESR A #E2|Atet Hot ME7IS0A 528t =+
£ Mot AU A5 ME2 7Y, is 7|3, &8 7|2 S LYot =X0|M 22| ArgE|2 s
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F|s

T » M5 i3l X2|E {8t PF_RING ZC (Zero Copy) 7| & &l
=als » {2 Bypass 5101 Ee|jEZ Application @ £ =& Forwarding 5l= 7| &
»  Linux Based OS Support, Intel 10G, Melanox 40G/100G NIC Support

PF_RING ZC (Zero Copy)

S A Multi-10 Gbit RX/TX Packet Processing
zc zc zC from Hosts and Virtual Machines

Coi20 Corel Core2 Core3

PF_RING™ ZC (Zero Copy) is a flexible packet processing framework that allows you to achieve 1/10 Gbit line
rate packet processing (both RX and TX) at any packet size. It implements zero copy operations including
patterns for inter-process and inter-VM (KVM) communications. It can be considered as the successor of
DNA/LibZero that offers a single and consistent APl based on the lessons learnt on the past few years.

It features a clean and flexible API that implement simple building blocks (queue, worker and pool) that can be
used from threads, applications and virtual machines. This to implement 10 Gbit line-rate packet processing.

Customer Customer Customer
App B Apo C App D

PF_RING  PF RING  PF RING
ZC £C Lo

‘www.ntop.org/wp-content/uploads

stpngPssl=1 Core2 Core 3
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01.F27|s

G »  Realtime Packet Capture Bl AlZ
Eals » X IP, X IP e ZE L7 HEZ|AI0|M S| HEE &

» HTTPS Z2EZ9| 3| ML = Jl=s

M5lo] 20iE

=
=
»  E0| A= ALEXLY| IPE Z2|510] ofH AFZAP} AFZSta A=X| &el Jhsd

20 = 4 ] 13K G 0 ] 3K (.20 0 ] 4 m ] 773K =

i - o 72 1990 Mbps
M Mirrored Port - | [ ESTEE 1999MRE. 0 €
5
Dashboard

1K

2

Active Hosts

Engaged Alerts

Interfaces Traffic

0.00 bps

160.00 Mbps

32000 Mbps

480,00 Mbps

10/22/2023 10/22/2023 10/22/2023 10/22/2023 10/22/2023
2118 2118 219 2119 2120

Top Local Hosts Top Remote Hosts

Q  Search L =

179 K

Active Flows

D sent [@ Revd

10/22/2023 10/22/2023 10/22/2023
2120 21:21

Top Applications

"~
— Host Current Traffic Host Current Traffic
1016, 70.30 Mljrﬁ 17.248 36.40 Mhrﬁ
Setting:
10.16.0 6.80 Mbps 23.46. 28.00 Mbps
m AD1@ 5.60 Mbps 157.24 9.20 Mbps
AD2@ 5.60 Mbps 58.76. 5.90 Mbps
10.16.( 5.10 Mbps 210.98 5.20 Mbps
10.16." 4.90 Mbps 203.24 4.80 Mbps @ONS @TLS @ other
Server Ports Analysis
m auic 60361 [l
Mo VLAN 54223
| R e
Apple =
= VLAN 250 = Appl g% =
— srrezoom =
SR Bl =
- Apple 60418 —
843 =
39841
colubris —
888 =
0417 —
aigk —
16393 =
ntopng Enterprise M v.5.7.231022 (Rocky Linux release 5.8) | € © 1998-23 - ntop @ 21:21:37 +0900 UTC | Uptime: 23:58
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02, 2AJEl EaiT JIAlS 73

S5y VAN ME waEls ST o sl Jks
» ol A2E SaiA| E24To| 0|SoH=xl el Jts

»  ZEFHX| ZE &l Jts

< C  Acwames | A WM e % L/ ]
-
Moo - Do D O D EEN EEH ED D O Q search £ -
[ Server Ports Analysis | Table View Chart « @
[
Monitori
TR Protocol: VLAN:
A TCP v All v =
VLAN 15' AmazonAWs 60006
Settings I VLAN 14 Unknown iua
R . :
<> —VLAN-1S( i ————— R s Zabbix-pgent
Developer ) — — — MesQLTDS i
= &
® —VLAN-18( —_ — 40 25738
—_— — Unknown me-5ql-s —
Help VLAN 19 E— — wa_—§— -
— VAN 15 [ E— o el —
VLAN 13¢ e s3a37 —
— VLAN 17( — SMTP 15—
- 11
= Snde 5:100
L 58;
VLAN 15: . 54358
ﬂmg@-m —_—
dac_sm -
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Server Ports Analysis

INQ‘I"LI\N

I\"LANZSEI

Interfaces Traffic

000 bps
16000 Mbps
320,00 Mbps

10/23,2023
0747

[T
=]
..
i =
=5
..

=1
=
S

=
= g
S




02, SA{=l

2 JfA 2 71

LP o H | = Aab Lo =
—
=F] st= I let 71=
= » VLAN 8 E4l5t= EelE B mief 7ts
& C A UHSA LS | 1079.7.100/lua/van_statslua Ay = B o
s - D W D 7= D I ED CTD O Search A
VLANSs
10 -
VLAN ID Chart Hosts lerts Seen Since Score Breakdown Throughput Traffic
2z |aa 48 07:43 760 Revd 250.39 kbps 5.14 MB
20 | 5 07:29 0 bps 15.57 KB
20 |a= 6 07:32 0 bps 23.57 KB
1< | 24 07:43 2,340 681.3 kbps 17.72 MB
1 |a= 5 07:43 10 0 bps 26.52 MB
1€ o= 8 07:40 180 0 bps 56.78 KB
1€ |a= 110 08:05 26,320 3947 kbps 82.4 MB
1= o= 81 08:05 3,650 14.61 kbps 7.24 MB
1% |a= 9 07:40 200 489.71 bps 27.11 KB
1= o= 12 07:42 570 22.85 kbps 3.17 MB
Showing 1 te 10 of 31 rows

« < 2 3 4 = >

azpw
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02, 24 EcliT JjA|2t 713

<1l » Autonomous Number HE SAE MH MH 1ot Jls
»  Autonomous Number H 2 EejE MH 1t Jts

moenscio - T G Mops (4] =D CIEE ED D O Q  search Lol S

Autonomous Systgfs °
10 -
AS number t Hosts Score Host/Score Ratio Name Seen Since Alerted Flows Breakdown Throughput Traffic
396982 | 19 1,053 55 Google LLC [ 08:11 948 [ Rod ] 0 bps 650.88 KB
394353 [ 1 B.Root-Server-OPS [/ 00:13 sec [ Rod ] 0 bps 0 Bytes
139341 | & 1 30 30 ACEVILLE PTELTD. (4 01:17 1 [ Rod ] 0 bps 1.1 KB
132203 |4 2 30 15 Shenzhen Tencent Computer Systems Company Limited [ 01:54 3 0 bps 197.9 KB
55615 |a 1 50 50 DOUZONEBIZON [4 01:38 2 0 bps 261 KB
54113 | 3 30 10 Fastly, Inc. [En 02:47 2 0 bps 5.18 KB
45370 ™ 1 31 31 BROADBANDIDC [ 02:27 1 GRS Obps 936 Bytes
45102 [ 1 60 60 Alibaba (US) Technology Co., Ltd. [ 01:28 1 0 bps 2.04 KB
41231 | &= 2 Canonical Group Limited [ 00:18 sec [ Rod ] 0 bps 94 Bytes
38650 [ 1 HyosungITX [} 00:54 sec [ Rod ] 0 bps 908 Bytes

Showing 1 to 10 of 56 rows

« < 2 3 4 5 > »

azpw
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02, 24 EcliT JjA|2t 713

Mmoo - ] S— O bps Mbps Q  Search L 2.

Mac List

10 Wy Filter MACs = Manufacturer~  Device Type~
MAC Address Manufacturer Device Type Name Hosts ARP Seen Sinces Breakdown Throughput Traffic
00:0C:29: VMware, Inc. Computer g 1 0 09:32 390.13 kbps 12.61 MB
00:50:56; VMware, Inc. Computer &2 1 0 03:32 169.52 kbps 3195 MB
01:00:5Es n/a Unknown 4 0 09:32 i 23.04 kbps 304 MB
00:00:0C Cisco Systems, Inc Router/Switch 4§+ 141 0 09:32 T 931 Mbps 41451 MB
00:00:0C Cisco Systems, Inc Router/Switch & 56 0 09:32 o 45842 kbps 17.15 MB
00:00:0C Cisco Systems, Inc Router/Switch ‘;’ 399 0 09:32 Revd 986.04 Mbps 61.81 GB
00:50:56: VMware, Inc. Computer & 1 0 09:32 3785 kbps 36.92 MB
00:50:56; VMware, Inc. Computer &2 1 0 03:32 20,69 Mbps 289 GB
00:50:56: VMware, Inc. Computer g 1 0 09:32 24.05 Mbps 222 GB
0050:565 w1 VMware, Inc Computer G 1 0 09:32 249 Mbps 8562 MB

Showing 1 to 10 of 362 rows

[oc oo o v Lsze =1 Q seach P

.7 ot
W@enstl0 - ] e 63080 Mbps [a12]

[ Hosts | Active Inactive I'Lora\_\o -9

IP Version VLAN Direction Filter Hosts Host Pools . @
Al o~ AI~ AL~ A v Al = -
ettTTT——{-ritress tyme VLAN Flows Alerts Score CVEs  Seen Since Traffic Breakdown Throughput Total Bytes -

B oson 1510 2 125 0914 408.18 Mbps 4 3178 GB
B s 150 2 0914 B16.41 Mbps 3178 GB
B osonx 1400 2042 2611 09:14 99.78 Kbps 154 GB
B oson 1400 1,983 2630 09:14 94.29 Kbps 1 148 GB
B oen 1400 1840 1A 5366 09:14 4878 Mbps 133 GB
. 203.248.11 1400 1,837 1A 5976 09:14 38.28 Mbps 4 1.31GB
B oean 1400 180 1A 6303 08:52 57.59 Mbps 1 130 GB
B oeen 1400 1839 1A 6147 0914 40,50 Mbps 130 GB
B oan 1400 1837 1A 5825 09:14 43.00 Mbps 124 GB
. 10.64.0.23 1400 2,204 2119 0914 85.72 Kbps 123 GB
Showing page 1 of 181: total 1,810 rows < 203 4.5 6 » =
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»

»

MAME | EQT ol sits
MAME | EQT ol sits

R 7

3 —
&ol Jts
3 —
&ol Jts

Networks

Networks Score

Network Name
6.0.0/16] &
0.0/16] %
10.8.2.0/24] &
24] &
1.0/24] &
/24 @
0.10.2.0/24] &
0.0/16]
0.8.1.0/24] &

0.0/16] ¢

Chart
(o
LY

TR EEFEEFRETR

Hosts

64

149

46

14

79

15

64

9

65

Score
13,833
14,440
6,853
2,560
30,238
16,244
1,633
2,128
3,257

942

Host/Score Ratio

216
96
148
182
382
1,082
25
236
50

17

Alerted Flows

161,379
202,064
76,516
80,441
131,224
106,819
70,301
31,539
72,966

6,032

o

B
0=
Breakdown Throughput Trafficv
6.01 Mbps 26.36 GB
20.18 Mbps 1777 GB
63.35 kbps 17.21 GB
544.66 kbps 1375 GB
4.11 Mbps 13.19 GB
8.58 Mbps 945 GB
15.53 kbps 6.27 GB
486,64 kbps 348 GB
90.78 kbps 2.86 GB
3.38 Mbps 639.36 MB
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A T A3t &
02, 24| El EelT JIA| 5 718

S > TAIZL I 1T 1 6HE, 1 o 7IZHe Wakk] HE el ks

e »  AMEXFQolo| J|zte MM HE Eel Jts

Co) > EhT MEe UIESIE oy B, AZsks ofZalA0M ME el ot

# Minored Port - T s D785 1 [is5=a s eon]esena]im] 2= noe [ Q  Search 2
Das,?m,d th | 1d w M BM 1Y & 24/06/2024 13:42:00 &  24/06/2024 14:42:00 ma

O a .
N Traffic Report: 1 Hour Starting Mon Jun 24 13:42:00 2024
A @ Mirrored Port
5 248.24 Mbps
160 Mbps
Network Interfac
30 Mbps
13212:00 13:48:20 13:56:40 14:05:00 14:13:20 14:21:40 14:30:00 14:38:20 14:42:00
Network Interface eno1 [Mirrored Port]
@ LocaliRemote
Settings 4.46 Kbps
o Local/Remote 52 Kooe
Developer
PO Total Traffic: 1.38 MB 1o Kos
Help
13312:!]0 13:48:20 13:56:40 14:05:00 14:13:20 14:21:40 14:30°00 14:38:20 14:42:00
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o vinored Port~ T IS RN, DO CCEY CIIEE) €I 60 5 Q  Search
#h Interface: Mirrared Port | f Metworks  Packets DSCP Apps ICMP ARP Sites [ 8 B8 A B Q@ ~ F 2 #

Apps Lategaories

Sppaliis L% 22%

— \ 4300

49.4%

Live Flows Count 1% MCITE Thix chaet stz vty T8 commactors

Application Total (Since Startupl  Percentaae
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03. o{=2|AI09E EclE &M &

= » AlA|ZIoZ 52= EgljZ| ML S DPI(Deep Packet Inspection) 7| &2 28 Jls
» SSL, TLS, QUIC £ &tS 35l 12l MHE 9| & E 2415101 Youtube, Facebook, GoogleS &7 7}

or

Application Total (Since Startup) Percentage
ADS_Analytic_Track @ 12.46 MB 0.0 %
AVAST @ 122 KB 0.0 %
Alibaba @, 3.89 MB 0.0 %
Amazon @ 1.29 MB 0.0 %
AmazonAWS @ 22.71 MB 0.0 %
Apple @ 714.68 MB 0.6 %
ApplePush @ 902.96 KB 0.0 %

Total (Since
Category Apps Startup) Percentage
Malware 657.43 KB 0.0 %
Streaming Tkxun, AppleiTunes, AppleTVPlus, Dailymotion, Dazn and 11 more 126.13 KB 0.0 %
Web AccuWeather, AJP Alibaba, Amazon, Apple and 28 more 99.37 GB 84.7 %
Game Activision, AmongUs, Armagetron, CoD_Mabile, CryNetwork and 32 more 328.11 KB 0.0 %
Video AdobeConnect, BFCP, IFLIX, NetFlix, Pluralsight and 3 more 2.04 MB 0.0 %
Cloud AliCloud, AmazonAWS, AmazonVideo, ApplePush, Azure and 14 more 209.93 MB 0.2 %
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| E2llE JIAl= 7+

—vo- | » Category Z50| 2l SAE HEE JIA|3} 5101 EAlS] &

 iored Pore- ] [Spey HEMEES. 000D DED (R ) CEEITERTS) €D (RN Q  sexch £ =

I Hosts Map | «

Criteria:

Traffic Ratio v

300

SYN vs RST -

SYN vs SYNACK

gzuu TCP Bytes Sent/Received
L

H TCP Packets Sent/Received
g Total Alerted Flows

E

2

Unreacheable Flows

Help

Packets Ratio |1 = Download, O
°
A4

N

-100 -60 -20 20 60 100
Bytes Ratio [-100 = Download, 0 = Mixed, 100 = Upload]
@ Local Hosts @ Remote Hosts.

ntopng Enterprise M v.5.7.231022 (Rocky Linux release 8.8) | € @ 1998-23 - ntop © 03:55:08 +0900 UTC | Uptime: 06:57:29

2w
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»

»

»

=71 B

Realtime Traffic Analysis 7| = X| 2 (2FHA|ZE3 ~ 5% A T)
5t A5t HE £
API7|5 RIS 2% AlAH T el0]E 915510 380l EAISHs 7|5 &

e T
il Mirrored Fort i

= Live Flows | iy Anabysis

Live Flows

Serial Application
NETY or |
s 6
UEEY o |
UES"Y o+ |
Uy o |
e
UEYY or |
. oo I
H i@
H cam
o o
B s ovsiope w2

0,50 Mbp
70020 Mbes

Prata

TCF

TCF

ICMF
uce
TCF
TCF

uce

uce

Client

CED EIER CXNEE (O EX5

Server™

Last Seen

/2372023 OT:42:53

10/23/2023 OTA44:22
10252023 074525
10252003 OT:43:30
102E202% 074351
1072352023 OF44:05
W EE IS Oha5:54
10252023 04320
232023 OT45:06

10252023 074530

Q23,2023 OT:44:56

1025/ 2023 074322

1023/ H02E 07:44:56

Seare

al=  Networks = Version =

Breakdlown  Actasl Thpt  Tewl Bytes
0 bps 234 KB

0 bps 1.71 KB

0 bps 281 KB
0bps 193 KB

0 bps 237 KB

0 bps 519 KB

0 bps Z KB
45590 bps 17207 KB
0 bps T3 Byt

0 bps 629 KB

0 bps 1.9 KB
0bps T2 Byt

0 bps E2 Bytes

0 bps 102 Bytes

Flow Idie Timeout: 150 sec @ &

ol»  WLAM = Traffic Prodiles -

Inde

MR, O O
N, D N e
aneE.onEone.one
O D DN e
ELEX Y
M O DN
R, OGN
tcha

MR, v (N
N, O O e
Qo oneone
DN DN DN e
mask.apple-dnsnet

b._dns-sd._uda 0016, 10Un-add...
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Interface

]

Settings

»  EzfE dEfE ZEE J|s
Z 1y EeHE AR MZEE EEE IS
—0 b 0—
= » FEH|D2[Y 2EHE 7S
»  HEAI HYE ZeE S Tts

h vivored Port - T gl 15500 (09 €8 €T GEIEYS CEIITIED CRITEE) Q| search £ 2
= Live Flows | #§ Analysis <«
Live Flows Flow Idle Timeout: 180 sec @ £t

100 ~ HostsW~  Statup~  Severityv  Direction ~ 7 Protocol ~  Categories ~ DSCP~  Host Pool~  Networks»  IP Version~  Protocol v VLAN~  Traffic Profiles ~

Serial Application Proto  Client Last Seen Score  Breakdown  Actual Thpt  Total Bytes Info

. UEY“Y or | TCP 146.112.41.2 (@@https Notice or Lower (3) 54539 10/22/2023 22:06:11 50 0 bps 12.16 KB

Warning (1,243)

. % Apple @ TCP 17.57.145.137 == (@@ hpvirtgrp Error (789) 51754 10/22/2023 22:09:01 0 bps 66 Bytes

. TLS @ m TCP 157.240.11.52 =5 B‘https 10.16.0.12 (s21250546) o:ﬁ: 580 10/22/2023 22:06:49 0 bps 241 KB

. % Apple @ TCP 17.57.145.133 &= (@@ hpvirtgrp 10.16.0.14 (» 160 10/22/2023 22:07:02 0 bps 66 Bytes

. TLS.KakaoTal... & m TCP 211.249.219.27 = n‘https 10.16.0.15 (s ) :52558 10/22/2023 22:08:19 0 bps 7.36 KB

. TLS @ m TCP 146.112.41.2 n:https 10.16.0.15 (s ) :50552 10/22/2023 22:07:50 50 0 bps 10.02 KB

. TLS @ m TCP 146.112.41.2 B:htips 10.16.0.15 (s ) :50553 10/22/2023 22:07:50 50 0 bps 10.3 KB

. TLS @ m TCP 146.112.41.2 n:https 10.16.0.15 (s ) :50554 10/22/2023 22:07:55 50 0 bps 17.96 KB

. TLS @ m TCP 146.112.41.2 B:htips 10.16.0.15 (s ) :50555 10/22/2023 22:07:50 50 0 bps 10.24 KB

. TLS @ m TCP 146.112.41.2 n:https 10.16.0.15 (s ) :50556 10/22/2023 22:07:53 50 0 bps 10.11 KB

. TLS @ m TCP 146.112.41.2 B:htips 10.16.0.15 (s ) :50557 10/22/2023 22:07:52 50 0 bps 10.95 KB

. TLS @ m TCP 121.53.203.203 = n:https 10.16.0.15 (s ) :63385 10/22/2023 22:06:19 0 bps 6.11 KB

. TLS @ m TCP 142.250.66.46 = B‘https 10.16.0.15 (s ) :50560 10/22/2023 22:06:20 0 bps 14.41 KB

LS @ B3 TCP 142.250.157.188 & n:hpvroom 10.16.0.15 (s ) :5056'\ 10/22/2023 22:06:20 50 0 bps 7.96 KB
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11
03. alAlzt

EalT) 24

» AS number HZE ELIAMENQ} ElE 2 &0l Il
» VLAN HE SAAEfel E2iT of 5ol Jhs

»  BI SMAEe SN ¢ gl Jhs

=
»  IPF2A DBo| 2i2st0] 41511 Q= IPQ| cH2kE ol 2x|(RIn8 %) &9l I
T L — - [ AT - = 1= T o = - o
- _ 8.80 Mbps - ; .
M Mirrored Port 1 S——=3100 Mbos [a2] [15=a [ 15ku3e O [ 1wikusg o] s ] 152e= Q  Search P K
0 »
Dashboard Active Hosts ~
Canada ve
o + Sveriog Poccus
Monitoring | _ |
United Kingdom
Benapyce,
16
eutschland
v, . Mokron
68 France . 2 fiazasiiay yne Formyol
Romania,
bl
200 ) Ltalia O'zbekiston
G EAhdc Tiirkiye Turkmenistan
U583 States
e [}
liailasl
el g 155
Algérie sl
HEX520
iy el s 5
México aagsall
Matritanie ) India
Lilis g0 ol o
Mall | Higer LU
Tehad alas Ol agaul el Vigt Nam
Ussinalng Philippines
Settings Nigeria ATPRS Ethiopia
e Centrafriqua. Soomaaliya
Colombia oy 2] Malaysia
B ° 2
Kenya
s République Indonesia
démacratique
du_Congo & Tanzania Papua Niugini
Per(
" Angola
Brasil
Bolivia
Mogambigue
Paraguay / Namibia
Paraguai
e Australia
South Africa
Chile
Argentina = Leaflet | ® OpenStreetMap contributors

NOTES

o The Host details shown by clicking the markers can be modified from the preferences £
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L »  FI|HSRE Active Ping 2 HLHM
» Node PortZ FZ 0{§ &9l 7|5

‘ L4 26.30 Mbps
M Mirrored Port J e ) 8270 Mbss m

5
Dﬁgﬁ‘"’d & Active Monitoring | # A
Show | 10 +| entries

URL

10.30.0.

10.15.0.

10.10.2!

10.10.2!

Showing 1 to 4 of 4 entries

Settings
Manage Configurations
v

2]

Help

NOTES:

+ The dashed element identifies the current measurement hour.

ntopng Enterprise M v.5.7.231022 (Rocky Linux release 8.8) | €

CED X O () 25D

Last IP

10.30.

10.10.2

10.10.2

Measurement

Continuous ICMP

Continuous ICMP

Continuous ICMP

Continuous [CMP

+ ntopng generates traffic towards the configured hosts in order to perform measurements.
* An alert is triggered when the calculated measurement exceeds the threshold set.

Chart

l

3

¥

3

Threshold

29 %

99 %

99 %

99 %

© 1998-23 - ntop

Measurement~  Alert Status ~

Last 24 Hours

* The availability percentage shows the percentage of time that the measurement has been within the configured threshold in the last day.

Q  Search _Pv

+ | & @ - Search:

Last Measurement

00:07

00:07

00:07

00:07

Measurement Mean RTT / Jitter Actions

100 % 06 /02 ms E
100 % 04 /0.1 ms E
100 % 04 /0.1 ms E
100 % 04 /0.1 ms E

© 21:51:03 +0900 UTC | Uptime: 53:24

F2pesTaw
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Filter Report

Network Interf{
O Toggle All
Mirrored Port

O Use Server Timezone

Applications
[ Xiaomi
O Yahoo

YouTube

O YouTubeUpload

O Zoom
O iCloudPrivateRelay
O ntop

Submit Filter
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»  nBPF ZE{E ALSSH0] Rsts ERHTIS £E5Hs W A
»  Z}& o] SETTINGS -) TRAFFIC PROFILEX|AM Al
»  BE| MBE ol0leHs DBO| M En H2I2 ALS3t0] HlolE & Jhs

Profile Name z Traffic Filter (nBPF Format)
SSH_FILTER_TEST ether host 00:0C:29:DF:EB:56 and host 32:AA:BA:BA:C7:35 and |7proto SSH
TCP_FILTER_TEST ether host 00:0C:29:DF:EB:56 and host 32:AA:BA:BA:CT:35 and port (80 or 443)

> select = from “profile:traffic” where "ifid"="3" and "profile”="55H FILTER TEST®
name: prot+ille:Tratt+ic

time bytes  ifid profile
171359097600000000008 SSH_FILTER_TEST
17135908200000000088 356778 SSH_FILTER_TEST
1713590880000000808 6599945 SSH_FILTER_TEST
1713590940000000000 959342 SSH_FILTER_TEST
17135910000000000088 1263336 S35H_FILTER_TEST
1713591060000000008 1566142 S35H_FILTER_TEST
17135911200000000080 1871128 S35H_FILTER_TEST
1713591180000000008 2174528 SSH_FILTER_TEST
1713591240000000008 2476464 SSH_FILTER_TEST
17135913 00000000008 27874508 SSH_FILTER_TEST
1713591420000000008 299938 SSH_FILTER_TEST
17135914800000008008 612736 SSH_FILTER_TEST
1713591540000000000 253898 SSH_FILTER_TEST
17135916000000000088 1256322 S35H_FILTER_TEST
1713591660000000008 15823904 S35H_FILTER_TEST
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TCP / SSH (RemoteAccess @ Alluse.ch URLhaus) @ [Confident

2024/04/20 05:25:50 [03:47 ago]

03:44

Susp. Entropy [Score: 50] [Entropy 7.85] @
Client =+ Server: 0.000

1:otallb7eZIf0xD0yaYRZcIGP Qo= (@

e bps / 40.55 kbps

SSH_FILTER TEST
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OpenAl, Llama, Groqg, Mistral, Mixtral C}2tst LLMs &
S4Xl Gabriel Deri 724X} 2|5HA] 7HE=0|{ &

CWECEEY
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Eaaioll M wast Fofzle

A Alerts Assessment | i

Generate Report

Report Creation Time

Select Report Begin Time ~

26-04-2024 18:68:07

) 26-04-2024 18:47.05
Network Sensors Data Collection

26-04-202418:26:18

Report Status

Generation time: 47.688383 s

Generation time: 15.0072563 s

Generation time: 20.949331s

Ntopng API Collector

Agent Data Ingestion

Final report generation
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Tier 3 Cybersecurity Analyst Report

Commeon Risk Grouping:

The provided IP addresses have been grouped based on commen risk factors, indicating potential security threats to the network.
Group 1: Malware Distribution

+ Source IP Address: 185.5.211.33

o Explanation: The presence of PE32/PE32+ files indicates potential malware or exploitation risk. It pases a worst-case scenario where the files could be malware, p
o Soluti Block IP addi , purge mal , and remowe suspicious files if accessible.

+ Source IP Address: 68.197.216.158

o Alert Content: Transfer of file Portable Executable (PE32/PE32+) found
o Explanation: The repeated transfers (3 times) from this source IP address suggest suspicious behavior. The PE32(PE32+ files could be malware, posing a potential security threat to the network.

o Solution: Block IP address, purge malwares, and remove suspicious files if accessible.

Group 2: Untrusted Host File Transfers

» Source IP Address: 2.40.60.244
o Alert Content: Transfer of file www.extrasoftware.itjextraupdatesfREADMETERTES T[checkseript_rma.exe
o Explanation: The file transfer from an untrusted host poses a potential vulnerability. The worst-case scenaric involves ranscmware infection, data encryption, and exfiltration of sensitive data to unauthorized parties.

o Solution: Block IP address, purge malwares, and remove suspicious files if accessible.

+ Source IP Address: 93.145.252.50
= Alert Content: Transfer of file www.extrasoftware.it/extraupdates/READMETERTES Tcheckscript_rma.exe
o Explanation: The file transfer of an executable file (.exe) poses a potential security risk. In the worst-case scenario, it could lead to ransomware infection, compremising system security.

o Solution: Block P address, purge malwares, and remove suspicious files if accessible.

Recommendations:

1. Block the identified IP addresses to prevent further malicious activity.

2, Purge any malware or suspicious files from the affected systems.

3. Implement additional security measures to prevent future attacks.

4. Conduct a thorough investigation to determine the source and scope of the attacks.

Conclusion:
The provided IP addresses pose significant security risks to the network. it is crucial to take immediate action to mitigate these threats and prevent further attacks. DNS alerts are not present

o Alert Content: Transfer of file Portable Executable (PE32/PE32+) found
i ially installing ran e, keyloggers, or Trojans, compromising system security.
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